
Bi6u miu B02.QT03/SGN-PTC

TONG C6NC TY CONG HOA XA UOT CHU NGHIA VIET NAM
CANG HANG KHoNG VIET NAM-CTCP D6c l6p - Tu do - Hanh phric

cANc HANG rHoNi euoc rE
rAN SON NHAT

fp. Hi Ch{ Minh, ,gryl thdng I0 ndm 2025

THONG BAo MOI CHAO GIA

H?ng mgc mua sim: o'Thu6 miy chri dim mfly 12 thhnga6 trien khai phAn mdm
FIDS Qu6c nQi vir Qu(ic t5 bXng QR-code vi cic rfrng dgng nQi bQ cria Cing hirng

kh6ng qutic t5 tfln Son Nh6t qua mdi trudng internet"

Cing hdng kh6ng qudc tO TAn Scrn Nh6t - Chi nh6nh T6ng c6ng ty Cdng hdng
kh6ng Vi€t Nam - CTCP tO chric mdi chiro gi6 rQng rdi hang mgc mua sim: "ThuO m6y
chir drim mlty 12 thang Ae tri€n khai phAn mdm FIDS Qu6c nQi vi Qu6c t6 bing QR-
code vd c5c img dUng nQi bQ cria Cing hang khdng q.r6c t6 t6n Son Nh6t qua m6i
trudng internet".

De ngh! c6c co quan, don vi quan t6m nghiCn cr?u vd grii Hd scv chdo gi6 theo c6c
^).yeu cau sau day:

1. YGu ciu vO t ti so chiro gi6:

/ Ydu cAu tliii vcri hirng h6a:

STT
TOn, quy cich hing h6a, hiQu su6t ning

Iuqng, dich vg
Dvt S5 lugng

I THUE DICH VU TAI NGTIYEN DAM
MAY (CLOUD RESOURCE COST)

I

M5y chir io Web

- vCPU: 4
- RAM: 32 GB
- SSD: 150 GB

B0 I

2

Mrly chu 6o Web API

- vCPU: 4
- RAM: 8 GB
- SSD: 50 GB

B0 I

J

M6y ch0 6o Database

- vCPU: 4
- RAM: 16 GB
- SSD: 200 GB

B0 I

4
Tucrng hia 6o ho6 NGFW (b6o vQ ctrc miry
chu 6o)

- vCPU: 4

B0 I
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Bi6u miu B02.OT03/SGN-PTC

- RAM: 8 GB

- SSDS: 100 GB

II THUE DICH VU DAM rvrAV rtVr
THEO

5 Dla chi IP c6ng c6ng (Global IP Address) cii 3

6
He di6u henh Windows Server 20l6DCl
Window Server 2019 DC

B0 aJ

7
Phan m6m co s0 dfi liqu Microsoft SQL
Standard

B0 I

8
HQ di6u henh Tucmg lira WAF (b6o vQ m5y
chri img dUng Web)

B0 I

9
HQ di6u henh Tucrng h?a 6o ho6 NGFW (b6o
vQ c6c m6y cht 6o)

B0 1

III THUE SAO LU-U DrI LrEU (BACK UP)

ll Dung lugng 6 dia: 300 GB B6 I

2. YGu cAu ch6t tuqng, kf thu$t:

/ YGu cAu kV thufft chune:

M5y chir d6m mdy ilAt tpi ViQt Nam

/ YGu cAu k? thuit chi ti6t:

STT TINH NANG YEU CAU CHI TIET

Ti6u chi vd an toin
bio mdt

Md h6a dfi liQu:

Md h6a tfu. chdt lieu kh6ch hang trong khi luu giir. Kh6ng
rd ri, kh6ng d6nh cip vd kh6ng xAm nh4p vdo dt liQu cta
kh6ch hing trong su6t qu6 trinh v4n hanh vd b6o tri.
Tudn thri:

Dcrn vi cung c6p ch6ng lai vi6c sri dung phen -A- vi pham

bin quydn du6i b6t ky hinh thirc ndo. Hodn toan tudn thri
lu4t ph6p, quy ttinh vd t5t c6 phAn mdm d6m m6y diiu dugc
"l.ruy quy6n vd cAp ph6p chfnh thfc.

Ti6u chf c6c chrlmg

chi vd Dich vu diQn

to6n D6m mAy

Chimg chi qu6c t6:

- Dich vq DiQn toSn cl6m mAy duoc d{t 6 cilc Trung tdm dir
liQu c6 chimg nhfln ISO 9001:2015
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Bi6u miu 802.OT03/SGN-PTC

- C6 chimg nhfln An toin b6o m4t th6ng tin tr6n hC th6ng iti6n
to6n d6m m5y ISO 2101722015

- C6 chimg nh?n HC th6ng quin ly a., toan th6ng tin ISO
2700122022

- Dich W h? tAng clpt ti6u chuAn b6o m4t PCI DSS (Payment

Card Industry Data Security Standard)

- Dim b6o hp tAng trung tdm dir liQu cta NCC chdo gi6 theo

ti6u chuAn qudc t6 Uptime Tier 3 tro 16n tai HO Chf Minh

H5 trq cria ho4t dQng dichv124l7

Khi ndng backup/

dg phdng

N6n t6ng quan I! t1p trung, APIs, vd tinh chi phf sri dgng

cam k6t sLA99.99%
Da Chi nh6nh t?i TP He Ngi vi TP H6 Chf Minh

NAn t6ng c6ng nghe

6o ho6

Dich W m6y chri 6o dugc ph6t trii5n tr6n nAn t6ng h4 tAng

m?nh mE v6i phdn mdm 6o h6a hang dAu th6 gi6i Vmware
(Broadcom;. fat cdmiy chri io c6p ph6t dAu duoc chu6n

An todn th6ng tin ISO 27017:2015

CPU 4 x vCPU x2.l0GHz

RAM 32 GB

Disk ls0 GB roPS 4000

Phan m€im hQ di6u

henh
Windows server 2019

IP WAN 1

CPU 4 x vCPU x2.10GHz

RAM 8GB

Disk 50 GB IOPS 4OOO
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Bi6u miu

Phan m6m hQ di6u

henh
Windows seryer 2019

IP WAN 1

CPU 4xvCPUx2.l0GHz

RAM I6 GB

Disk 200 GB IOPS 4000

PhAn m6m hQ tli6u
henh

Windows server 2019

Phan m6m CSDL MSSQL

rfriet tti Web Application Firewall (WAF), th6ng luqng
(Throughput) 200Mbps

Elastic Scaling: Khi ndng mo rQng linh hoat v6i ki6n truc
mcr rQng ngang t.u dQng vi hiQu su6t cao

86o v€ zero-day ch6ng l4i citc khai th6c chua dugc c6ng b6

Common web attacks - OWASP Top 10: X6c thuc HTTP,
ngdn ch{n ti6m, b6o vQ rd ri dt liQu vir ch{n t6n c6ng tu
dQng: tl6p tmg OWASP top l0

WAF bAo vQ c6c img dUng web kh6i c6c l5 hdng pfrO Uien

duoc x6c cllnh boi Dy 5n an ninh tlng dqng Web M0
(OWASP), nhu t6n c6ng chdn SQL (SQL Injection - SQLi)

. .i
vir tdn c6ng ch6o kich ban (Cross-site scripting - XSS),

ddng thoi cung c5p kh6 ndng tuy chinh b0 quy t6c cho timg
rlmg dung.

86o m6t web vd b6o

v0 fng dr,rng khoi
,A

cac cugc tan cong

86o v6 tru6c 10 lopi t6n c6ng phti bitin theo chuAn OWASP,
bao gdm ki6m tra hqp lg HTTP, ch6ng chdn md (injection),
b6o vC ch6ng ro ri dii li6u, ch[n tU dQng c6c cu6c tAn cdng

vd bio m4t img dUng d{c thu.
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86o vQ cho c6c rlmg dpng API (JSON, XML) vi AJAX, bao

g6m cd vi6c vi6t tflp lenh cho c6c l6i logic tug dsng.

86o vQ ch6ng tdn cdng v6i DDoS co b6n.

Ki6m tra tudn tht HTTP ndng cao, bao g6m qu6t tii tQp 16n

vd nhpp DAST.

H6 trq nhi6u phi6n btur Core Rule Set (CRS) vn dinh vi clia

ly IP.

Tri6n khai theo tu.rg u.rg dUng AC Uao vp tuy chinh vd nAng
i. ,

cao hiQu su6t img dUng.

Granular Role-Based Access Control (RBAC) diS quin ly an

todn c6c chinh s6ch vi h6 so WAF.

M5 l5i/trang c6 thi5 tuy chinh, trii5n khai quy tic d6 dang vd
I

dcm gi6n chi c6n tr6 vd nh6p i16 quan ly chinh s5ch.

Quin trivi C6u

hinh

Tri6n khai vd tfch hgp hoan todn tg ttQng vdo c6c ducmg 6ng

CI/CD th6ng qua REST API.

Phan tich theo thoi gian thyc vd lich sri vC c6c sU ki6n
WAF, henh vi img dUng vd ciic mdu tAn c6ng.

Logs vd Phdn tich
Thu th6p nhat b7 todn diQn v6i phfin tfch chi tii5t v6 c6c su

c6 bao mflt bi chdn.

Cpp nhat m6i de dga tr.uc ti6p (vf dp: IP reputation, cht kii)
,;.tu c6c ngu6n phAn tich m6i de dga hdng ddu trong ngdnh.

Thict ke Virtual Appliances VM02V (UTP license)

CPU 4 x vCPU

RAM 8xGB

Disk 1OO GB

IP WAN 1

)
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Tinh nang

Tudng lua sE c6 hi6u su6t vugt tr6i cho IPv4, IPv6, SCTP

vir luu lugng Multicast v6i clQ tr6 cuc th6p.

Web Security:

H5 trq cn6 eO ki6m tra 19c web: Proxy-based, flow-based vir
DNS

Co ch6 19c web t.u tlQng v6i co sd dfi li6u phdn lopi web
theo thdi gian thgc.

IPS Service

Hcrn 11,000 signatures vd cfp nhat vdi nhi sin xu5t, ph6t

hi6n giao thfc bAt thudmg, ngu0ng bAt thuong, signature tu
ctinh nghia.

Anti-Malware

Ch[n clia chi IP m6y chri botnet v6i co sd dt 1i6u uy tin IP
todn cAu

Giao thric vi lopi tQp dugc Anti-Virus ki6m tra:

- H5 tro HTTP, FTP, IMAP, POP3, SMTP, NNTP, MAPI,
CIFS vd SSH

- Ph6t hi6n dir liQu md h6a v6i SSL Inspection

- H5 trq ph6t hiQn Grayware vd Mobile Malware

Automation:

H5 trq chirc ndng t.u ilQng ho6: quin tr! vi6n l6p trinh sin
henh vi phin ung khi c6 c6c sg cti (incident/ event), vf dp

c6ch ly host khi ph6t hiQn l6y nhi6m; Goi email, c6nh b6o
-id6n quan tri vi6n ho4c tu tlQng thgc hiQn CLI Script khi
CPU sip qu6 thil co thay t16i tr6n c6u hinh thiiit bi...

H6 trq tinh ndng IPSec Aggregate tunnels:

- H5 tro cAn bing t6i tr6n tung g6i tin (Per-packet) theo c6c

thupt to6n: IP Addresses, L4 information vd (weighted)

round-robin.

B07.QT03/SGN-PTC LAn ban henh/ sua ddi: O2IOO 6fi3



- H5 tro c5c ki6u tri6n khai IPsec VPN: t<rit nOi VPN truc
ti6p gita hai gateway, mQt gateway chu (hub) t6t nOi vOi

nhi6u gateway nh6nh (spokes), tdt cb"c6c gateway k6t nOi

tryc ti6p, Tunnel dg phdng.

VPN Gateway

- f6t ni5i tryc ti6p su dung tuong hia cho SSL vd IPsec

VPN.

- Drlm mdy kt5t hgp trang web v6i trang web IPsec VPN

- VPN truy cflp tir xa

SD.WAN:

Cdn b6ng tai WAN theo c5c thupt torin dga vdo trgng s6

(weighted) sau: Volume, Session, Source-Destination IP,
Source IP vir spillover.

Ki6m tra k6t nOi WAN theo SLAs:

- Ping hoic HTTP

Chinh s6ch da duong th6ng minh du-o. c dinh nghia boi:

- Dia chi ngu6n vdy'ho{c nh6m ngudi dtng

- Dia chi dfch vdy'hodc lua chgn hon 3,000 img dpng

- LUa chgn ctudrng di (path) dga theo ch6t lucmg ho[c SLAs
dugc dinh nghia

Application Control

Ph6t hiQn ha.,g ngin img dgng trong nhiAu danh muc nhu:
Cloud IT, Collaboration, Email, Game, Mobile, Network
Service, P2P, SocialMedia, Video/Audio, VoIP, Web Chat.

DOS

fhitit bi c6 khi ndng ch6ng t6n c6ng DOS ccy bin v6i c6c

tinh ndng: TCP Syn flood, TCPruDP/SCTP port scan,

ICMP sweep, TCPruDP/SCTP/ICMP session flooding
(source/destination)
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Tinh ndng lucmg lta (firewall) lorp 0a

Chia ttimiry chri (loadblance)

Tinh n6ng illnh tuy6n m?ng 6o (router)

Tinh n6ng chuydn ti6p mang (port forward)

K6t n6i dir liqu truydn tii giira circ miry chri (cloud zone),

t6c dQ l0Gbps

KEt n6i Internet, t6c ctQ 03 Mbps qu6c tC + lOOMbps trong
nu6c tr6n m5i IP WAN

Mric cam t<tlt chAt lugng dich vu (SLA) tlpt tdi thi6u gg,ggyo

Dudng truydn dir li6u t6c dQ 100Mbps t<tit nOi truc titip tu
kh6ch hang d6n Cloud

Used Size GB 3OOGB

Retention Points
56 ban backup luu t5i daT,bao gdm 1 ban backup full vd 6
ban backupincremental

Interval Daily: backup hang ngey

Tfch hqp Data
Protection vdi
Veeam

Veeam duoc tich hgp v6i hQ thting c6ng th6ng tin cua dich
vp Cloud

Centralize Portal for Backup

Giao di6n quan tr! m6y io vd sao luu mity 6o dugc thgc hiQn

tr6n I portal

Standard VM Recovery
Kh6i phUc m6y 6o tu bin sao luu

Tfnh ndng Recovery

Instant VM Recovery

Kh6i phUc miry ito chay truc ti6p tr6n hQ th6ng backup.
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KhOi phUc VM nhanh

V6i tinh ndng Instant Recovery hd tro hC th6ng cria kh6ch

hdng khoi tlQng tryc titip VM da dugc backup ngay tr6n

Backup Storage nhim d6m b6o dugc tfnh li6n tpc cria hQ
..4
tnong

3. YGu ciu vd tri6n khai vir thanh toin:

- Thdi gian triiSn khai dfch vg: trong vdng 72 gid te tu ngey hqrp d6ng c6 hi6u luc

- Thdi gian ndng c6p tdi nguy6n: (vCPU, RAM, SSD) cira hQ thting trong vdng 01

ngey ldm viQc sau khi hq'p d6ng c6 hiQu lyc.

- Dia tti6m thUc hien dlch vr,r: Cang h*g kh6ng qu6c ttf t6n Scrn Nhdt.

- Gi6 chdo: dC nghi chio gi6 h*g h6a trgn g6i, tl5 bao g6m toan bQ chi phi, thu6

GTGT. D6ng tiAn chdo gi6, thanh toiln: VND.

- Thanh to6n: DO nghi chio gi6 chi tii5t phuong thfc thanh to6n. DiAu ki6n t4m img

kh6ng ch6p nhAn > 2\yo gi|trihqrp d6ng.

4. Thirnh phin hd scr chio gir[: b6o gi6 do nhd cung c6p chutin bi phni bao gdm c6c

nQi dung sau:

- Don chdo hdng theo MAu 0l;
- BiiSu gi6 theo Mdu 02a, 02b;

- Cdc nQi dung can tfri6t khric:

. Ci6y ph6p ddng lci kinh doanh cdn hi6u luc.

5. Thoi hpn hiQu lgc cfra hii so chio girl:

- Hi6u lgc hd so chiro giit:45 ngey tC tu ngiLyll 4A2025.

- HO so chio gi5 phii dugc ki bdi ttai dien c6 thAm quyA., co quan, don vi vd d6ng

d6u. 56 lugng hd so chdo gi5: 0l ban g6c vd 02 bin chUp.

6. Thli h4n, dla tli6m gfri hii so chio gi6:

- Thdi h4n grii hd so chio gi5: tru6c 10 gio O0 ngity(10/2025.

- Phucrng thirc gui h6 so: grii tr.uc titip/buu tliQn theo dla chi nhan h6 so chio gi6.

- Dia cli,Om nhAn h6 s<v chiro gi6:

o Eia chi: Phdng Kti ho4ch - DAu tu G.l 14) - Vdn phong Cang hung khdng

h
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q.rdc tis Tan Scrn NhAt, Phucrng TAn Son Hda, Tp. HO Chi Minh.

7. Thdng tin li6n hQ:

- Cing hdng kh6ng qudc t6 tdn Son Nh6t - Chi nh6nh T6ng c6ng U Cang h*g
kh6ng ViQt Nam - CTCP.

- Phdng Kti ho4ch-DAu tu (P.119)

- Tel: 083.8485.383- Ext: 3255

- Ngudi 1i6n hQ: Mr Qudc.

8. YOu ciu O5i vtl'i nhir cung c6p:

- C6 tl6ng ky doanh nghiQp/d5ng ky hopt tlQng hgrp ph6p.

- Kh6ng dang tranh ch6p, khi6u kjen, xung clQt quy6n lgi v6i T6ng cdng ty Cing
hang kh6ng ViQt Nam-CTCP. 0"J

Dai diQn hqp cria chri tliu tu

@q,r,gW6,n,g
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BIEU MAU

Miu sii 01

Ngdv

DOI{ CHAO HAIIG
.,:
i€n ngdy, thdng, ndm lqt don chdo hdngJ

TCn hpng mgc mua sim: 

- 

[Ghi tOn hgng muc mua sdm theo thdng bdo mdi
chdo hdngJ

Kinh gui: Cing ha.rg kh6ng qutic t6 Ten Scrn NhAt

Sau khi nghiCn criu ban y6u cAu b6o gi6 vi vdn bin sria OOi Uan y6u cAu btn gi6
s6 

- 
[Ghi s6 cfia vdn bdn sua d6t fu€u c6)J md chring t6i de nhan duoc, chring tdi,

[Ghi ftn nhd cung ,dpJ, cam k6t thyc hiQn hAng mqc mua sim _ [Ghi t\n hgng
muc mua sdmJ theo dfng y6u cAu cria ban y6u cAu b6o gi6v6i t6ng s6 ti6n le _ [Ghi
gid tr! biing t6, biing chiivd ding tidnJ cingvdi biiSu gi5 kdm theo. Thdi gian thuc hi€n
hgp tl6ng le 

- 
[Ghi thdi gian thuc hiQn ttit cd cdc c6ng viQc theo yAu cdu cila hgng

Jt
muc mua saml-

Chting tdi cam k6t:

l. Chi tham gia trong mQt b6o gi6 ndy v6i tu c6ch ld nhd cung c6p chfnh.

2. Kh6ng dang trong qu6 trinh gini th6; kh6ng bi kCt lupn dang ldm vdo tinh trang
ph6 s6n ho{c ng kh6ng c6 kh6 ndng chi tri theo quy tlinh cria ph6p lupt.

3. Kh6ng vi pham quy dlnh ve bao d6m cpnh tranh trong qu6 trinh chiro hang.

4. Khdng vi pham c5c hanh vi bi c6m trong khi tham dy hpng mgc ndy.

5. Kh6ng d*g tranh ch6p, khi6u ki6n, xung d6t quy6n loi v6i T6ng c6ng ty C6ng
hdng kh6ng Vi6t Nam-CTCP.

N6u b6o gi6 cta chring t6i dugc ch6p nhpn, chring t6i sE thuc hiQn cung c5p hdng
h6a theo quy <tinh cua bi,n y6u cAu b6o giir.

86o gi6 niy c5 hiQu lgc trong thoi gian ngiy, t<C tu ngdy [Ghi ngdy,
thdng, ndm c6 thdi di€m nQp h6 so chdo gidJ.

Dai diQn hqp phrlp cfra nhi cung c6p

[Ghi tln, chuc danh, tcj,tin vd d6ng dtiu]
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MAu s5 oza

nANC TONG HOP GIA CIIAo

D4i diQn hgp ph6p cria nhi cung

[ghi tAn, chftc danh, lry tAnvd dong dli"]

MAu sii ozn

?5

u

)

STT NQi dung Gi6 chiro
Hane ho6 (M)1

Dich vu 1i6n quan o)2

T chio (M) + O)
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nANc GIA CHAo CUA HANG HoA

Dai diQn hqp phip cria nhi cuog c6p

fghi tAn, chuc danh, lqt t1n vd d6ng

D

1 2 J 4 5 6 7

STT
Danh mgc hirng

h6a
Dcrn vi

tinh
Kh6i
lugmg

Xu6t xrfr,

ky mn
hiQu, nhin
mdc cria

sin phAm

Dorn gi6
(chua
vAT)

Thinh tidin
(chua VAT)

(CQt ax6)

I Hdns hod th* I M1
2 Hdns hod thth 2 M2

n Hdns hod th* n Mn
VAT l0o/o
Tdng
lQ phi

cOng
(n6u

giri chdro cria hing hori dfl bao giim thu6, ffi
c6)

M:M1+M2
+...*Mn
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