
ToNG cONc rv
cANG HANG rcuONc vrc,r NAM-crcP

CiNc HANG rnoNi euoc rE

CQNG HOA XA HQI CHU NGHIA VIET NAM
D6c lAp - Tu - Hanh nhric

rAN NHAT

rrrONC NAO MOI CHAO GIA

VdiviQc: .,Gia h3n bin qryd, c$p nh$t phin -dm vir bio hhnh 03 nim
cho chucrng trinh Endpoint Trendmicro"

Chnghdng khdng qu5c t6 tan Scrn Nh6t - Chi nh6nh Tdng c6ng ty C6ng hdng

kh6ng ViQt Nam-CTCP tO chric mdi chdo gi6 rQng r6i h4ng mUc mua slm "Gia h4n

ban quy6n cap nhat phAn mA* vir b6o hanh 03 nim cho chucrng trinh Endpoint

Trendmicro".

DC nghi c6c c<r guffi, clon vf quan t6m nghi6n ciru vd gti H6 so chio gi6 theo c6c

^ ), a^
yeu cau sau oay:

1. YGu ciu 
"O 

nti so chiro gi6:

1.1 YGu cAu a5i vcri hing h6a: YCu cAu chdo dring harg h6a v6i quy c6ch, s5

luqng nhu sau:

STT
TOn, qui cich hing h6a,

dich vg
Dvt

S6

lugng

1

bio vQ m6y tr4m 3 n[m Apex One

(On-Premises):

- Apex One On-premises, New, Normal, 12

month(s)

- Apex One On-premises, Renew, Normal, 24

month(s)

Bin 501

2

b6o vQ m5y tr4m 3 ndm Deep

Security - Enterprise Software Annual

Subscription:

- Deep Security - Enterprise Software Annual

Subscription (Pre-paid) - per server (VM) or

cloud workload, New, Normal, 12 month(s)

- Deep Security - Enterprise Software Annual

Subscription (Pre-paid) - per server (VM) or

cloud workload, Renew, Normal, 24 month(s)

Bin 20
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Tfnh ning YGu cAu chi ti5t

I

86o m4t bao g6m nhi6u

module tr6n m6t agent duy

nh6t

HO trg tfnh ndng ch6ng xdm nh4p girip b6o vQ

kh6i nhimg cuQc t6n c6ng SQL Injection,
Cross-Site Scripting, vi c6c web application

vulnerabilities.
Ph6t hiQn vi ngdn ch{n c6c phAn mdm thuc

thi tr6n da ndn tang (Ci windows vd linux)

2
Agent h5 trq da ndn t6ng hQ

diAu hdnh
Windows, Linux

J H6 trg FIPS mode H6 trg FIPS 140-2 mode

4 KiiSm so6t hinh vi
C6 kha ndng ki6m so6t hinh vi nhdm ch6ng
md dQc m6i

5 86o vQ cho container

BAo vQ runtime container kh6i c6c tdn c6ng

vdo l5 h6ng brio mQt, b6o v6 theo thdi gian

thgc antimalware, gi6m s6t luu luqng m?ng

ngang hdng gifra c6c container v6i nhau

6
C6c tinh n6ng Enhance

scanning- Anti-Exploit

Su dpng r,ht'ng k! thupt Data Execution

Prevention (DEP), Structured Exception
Handling Overwrite Protection (SEHOP), vd
heap spray prevention d6 ph6t hiQn titin trinh
nghi ngd vir ngEt nhfr.rg ti6n trinh do

7 Process Memory Scanning
H6 trg Process Memory Scanning qu6t c6c

ti6n trinh dang chay trdn RAM

2

1.2 YGu ciu ch6t l*qrrg, kf thu$t:

/ YGu ciu chung:

- PhAn .nd* chinh hdng c6 thu x5c nhQn c0a nhir sin xu6t.

- Nhe thAu phii dugc c6p thu uy q.ryAn b6n hdng vir chimg nhan d6i t6c cria nhi

s6Ln xu6t ni5u nhd thAu kh6ng phii le nha s6n xu6t phdn -Om, kh6ng ch6p nhfln

thu cira dai 1I ph6n phOi.

- Gia h4n bin quyAn ph6i tuong thfch v6i phi6n b6n Trend Micro dang sir dpng

t4i CAng fil(QT Tdn Son Nh6t.

/ YGu cAu vd kf thugt chi ti6t:

1. Endpoint dhnh cho Server:



8
Tg c6u hinh vir tinh chinh

IPS rule

Cung c6p kh6 ndng

(custom) IPS rule

cho ph6p qu6n tri ty vi6t

9 Tinh ndng Machine Learning

St dung m6 hinh Machine Learning v6i tinh

k! thu4t.ao 
"6p 

digital DNA fingerprinting,

API mapping nhim ph6t hien nhirng hi6m

hga m6i

10 Ransomware protection
C6 kha ndng ch6ng thao t6c md h6a dfr liQu

tr6i ph6p

ll VMware ESX-level cache vi
de-duplication

Cii thiQn hiQu su6t qu6t md dQc th6ng qua co

chti VMware ESX-level cache vd de-

duplication

t2 Optimize CPU usage
Cho ph6p cdu hinh dO ki6m so6t mtc d0 str

dung CPU khi qu6t malware

13 Optimize RAM usage
Cho ph6p gi6m ho{c git mQt giri tri mac dinh

kich cd t4p tin dugc qu6t

l4 H5 trg vri nhanh c6c 15 h6ng

C6 khe ndng tg dQng b6o ve c6c 15 h6ng b6o

mflt dE bi6t nhrmg chua dugc cdi bin v6, t6c

dQ v5 nhanh vd c6c server kh6ng cAn ph6i

khoi <tQng lai

15 TuAn tht ti6u chuAn PCI

Giirp tudn thri y6u cAu PCI (section 6.6) vO

viQc b6o vQ c6c img dqng web vd dir liQu md

chirng xft ly

t6 Lich qu6t
Rd sorit co th6 dugc lpp lich vd tr,r dQng 6p d{t
rule v6 khi c6 th6 nhem loai b6 rui ro

17
H5 trq tri6n khai <l6ng thoi ci
Agent vd Agentless

Sin phAm phii il6ng thdi h5 ffg 2 cfr6 dq Uao

vg Agent vd Agentless giirp t[ng cu<mg hiQu

qu6 bAo vQ v6i ntrfrng tfnh ndng Ki6m so6t

Ung dung vd Ki6m soSt Log

18

D6ng b0 dt liQu v6i
Microsoft Active Directory,

VMWare vCenter

C6 th6 d6ng b0 danh s6ch c6c m6y tinh cl6

tri6n khai b6o v0 tir Microsoft Active
Directory, vd VMWare vCenter

19
Tich hgp vcri on-premises

sandbox ho{c cloud-sandbox

C6 the tich hqrp v6i on-premises ho{c cloud

sandbox d6 tU dQng c6nh b6o c6c file nghi

ngd

20
ME h6a cho k6nh truyOn giira

agent vir manager

Giao ti6p giira thenh phdn qu6n tr! vi agent

ph6i dugc md h6a RSA-2048 vd DSA-256
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2l H5 trg x6c thgc da yi5u td

Truy cAp viro Giao diQn quin tr! c6 th6 dugc

x6c thgc v6i sg k6t hqrp gita thii5t bi di dQng

(iOS, Android)

22

86o hdnh, h5 trcv k! thuft,
cQp nhQt dir lipu c5c tinh

ndng.

> 3 ndm chinh hdng

2. Endpoint dirnh cho miv tram.

YGu ciu chi ti6t
TT

Tinh ning

trg qu6t md clQc dga tr6n c6ng nghe cloud (in-

the-cloud technology), gi6m thitlu ph6i download

toan bQ pattern dC cQp nhflt, gi6m d9 tr6 cAp nhpt

pattern m6i, gi6m bdng th6ng mAng.

(Noise cancellation) nhu ki6m tra dQ tin cQy

(census check) vd ki6m tra whitelist d c6c lu6i
b6o vQ kh6ng dya tr€n d6u v6t (signature-less)

hqp c6ng nghe gi6m ph6t hiQn sai

ngdn ch{n c6c ransomware tinh vi md

h6a file 6 miry dAu cu5i, co th6 ch{n c6c hirnh vi
,.:.

nguy hi6m, vd c6 th6 phuc h6i c6c file dd bi md

h6a n6u cAn thi6t

Cung

trg agent-selft protection. C6 co

agent kh6i c6c chucrng trinh kh6c c6 th6 sria ddi

ho{c x6a

b6o ve

t6ng nhu: Windows 10 (32

bits/64 bits), 1l (x86, ARM64), MAC OS (Big

Sur 11, Monterey 12, Ventura 13, Sonoma 14,

Sequoia l5)

trg b6o vQ da

ho{c dang dlch vu Sandbox SaaS. Tinh ndng d6

md rQng trong tucrng lai mi kh6ng cAn cdi th6m

agent.

trg khA n6ng v6i sandbox on-premise

YOu clu chung AOi vOi

gi6i ph6p b6o vQ b6o

mQt endpoint

I
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Tinh ndng ph6t hi6n md dQc sri dpng c6ng nghe

m6y hgc v6i d0 tin cQy cao 6 c6 hai mric d0 tiAn

thgc thi (pre-execution) vir thgc thi (runtime)

Pre-execution machine learning
Runtime machine

Tinh ndng phdn tich hdnh vi, ding
dang tdn c6ng sau:

- St dung script khai th6c
- Ransomware
- Memory inspection

ngdn ch{n

onBrowser loit
Tinh ndng ngen ch{n c6ng khai th6c (host

firewall, exploit protection)

Ap dpng t6i ttmg Tgudi dtng, nh6m ngudi
dtng, co th6 tiSt nOi v6i Active Directory
Block autorun

bi ngo4i vi - Deviceso6t

Control

YCu

Chinh sSch cho device control

nhu

- Full access
- Block
- List device content

actiontrg

H5 trg tinh ndng DLP tich hqp tr6n endpoint

Khi ndng x6c dinh n6i dung trong c6c tdi liQu

theo til kh6a, regex, file attributes.

Do qu6t tr6n t6t ch cfuc k6nh truyAn dir lieu nhu

USB, email, webmail, cloud, FTP, Instance

Messenger, network share

trg DLP v6i c6c template dlnh nghia sdn giirp

t6 chfc co th6 nhanh ch6ng tudn thri v6i c6c bQ

nguy6n tic nhu GDPR, PCI/DSS, HIPAA,

GLBA...

Ngdn ch{n Command and control (C&C)

2

Threat Detection

Capabilities/Cung c6p

tinh ndng ph6t hiQn

m6i d" dqa/Phuc h6i

5
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Ng[n ch{n c6c khai th6c 16 h6ng zero-day cho

m6y tram vdt ly, m6y laptop, virtual desktop

trong m?ng ho{c ngodi m?ng cria tO chirc

Ngdn ch{n backdoor

J
Gi6m s6t img dung

(Application control)

Cho ph6p t6 chirc n6ng cao kh6 ndng phong thri

ch6ng lai mE ilQc vd APT bing c6ch ngdn ch{n

c6c img dung kh6ng bii5yt<trOng mong mu6n thr,rc

thi tr6n m6y tr4m bdng sri dgng chinh s6ch dQng

ktit hgp whitelist vd blacklist

Ngdn ch{n c6c 6nh huong ti6m tdng tir c6c img

dung kh6ng mong *,r6nlkh6ng bii5t nhu file thgc

thi, file DLL, img dpng windows app store, c6c

device drivers vd c6c file d4ng Portable

Executable (PE)

4

Centralize

management (HQ

th6ng quin tritpp
trung)

Giao di€n dashboard, report c6nh b6o t4p trung

Giao di6n

security
-

duy nhAt cho tAt ch cdcv6n dC vC

Thi6t 14p policy tpp trung

Cflp nhQt c6c pattern, engine cho todn bg h.

th6ng tQp trung

Trung tAm chia s6 c6c th6ng tin vE File, hash, IP,

URL, domain nguy hi6m.

Thu th6p log tap trung, co th6 chia s6 cho SIEM

5

86o hdnh, h5 trq k!
thuft, cap nhQt dt lieu

c6c tinh ning

>3ndm

)(

1.3 YGu cff, nd giao hirng vi thanh to6n:

- Thdi gian, dia di6m thuc hiQn : trong vdng 03 tuAn, tpi Cing hang kh6ng qr6"

ti5 tdn Son Nh6t.

6



- Gi6 chiro: tlA nghi chdo gi6 hdng h6a trgn g6i, dE bao gdm toan bO chi phi, thu6

GTGT. Diing ti6n chdo gi6, thanh to6n: VND.

- Thanh to6n: DA nghi chdo giri chi ti5t phuong thric thanh to6n. Di6u kiQn tam

img kh6ng ch6p nhQn > 20Yo gi6tr! hqp d6ng.

1.4 YGu ciu nQi dung hd so chio gi6: brio gi6 do nhd c.rng c6p chuAn bi phii bao

;.,
gom cac nQl oung sau:

- Eon chdo hang theo Miu 0l ;

- Bi6u gi6 theo MAu 02a, 02b;

- Cric nQi dung cAn thi5t khac:

. Gi6y ph6p tl6ng ki kinh doanh cdn hiQu luc.

^ L .Ir uunB cap gray ph6p brln hdng cta nhi san xu6t ho[c gi6y chtmg nhan d6i

t6c ho{c tdi liQu kh6c c6 gi6tri tuong duong.

1.5 YGu cAu hiQu lgc cta hd so chiro gi6:

- Hicu lyc hd so chdo gi6: 45 ngdy k6firyityg 1512025.

- H6 so chdo gi6 phii <lugc kj boi <lai diQn c6 thAm quy€n co quan, tlon v! vi
d6ng d6u. Sti luqng hd so chdo gi6: 01 ban gl5c vd 02 ban chup

2 Thdi hgn, tlia tli6m gr?i hd so chio gi6:

- Thoi han gui hd so chdo gi6: tru6c l0 gid 00 tgity ! 1512025.

- Phuong thric grii hd so chiro giri: gui tryc ti6p/bru diQn theo dia chi nhfln hO so

chdo gi6.

- Eia tli,-Am nhan hO so chdo gi6:

/ Phdng K6 hoach - Diu tu (P.l 14) - Vin phdng Cang hang kh6ng qui5c tti

TAn Son Nh6t, Phudng 2, Qu{n TAn Binh, Tp. HO Chi Minh.

3 Th6ng tin li6n hQ:

- Cang hang kh6ng qui5c t,5 Tdn Son Nh6t - Chi nhdnh T6ng c6ng ty Cing hang

kh6ng ViQtNam-CTCP

- Phdng Kli hoach-DAu tu (P.1 l4)

- Tel: 083.8485.383- Ext: 3623

- Nguoi li€n h9: Ms Qu6c.

4 YGu cAu aiii vr6,i nhh cung c6p:
7
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- C6 d6ng kj doanh nghiQp/ddng ky hoat d6ng hqp ph6p.

- Kh6ng dang tranh ch6p, khit5u kiQn, xung dQt quyAn lqi voi TOng c6ng ty Cing

hang kh6ng ViQt Nam-CT CP.&'^r,

D4i diQn hqp phnp cria chri tliu tu
GIAM

Afng,/ffvg@
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Sau khi nghi6n cr?u ban y€u ciu b6o gi6 vd vin ban sta d6i ban y6u cAu brio gi5

sO 

- 
JCl,i s6 cila vdn b.dn s*a aAi fudu c6)J mdchung t6i da.nhAn dugc, chtng t6i,

-JClri 

rcnrhd cung ciipl, cam k6t thyc hiQn hqng mUc mua s6m . - [Ghi t€n hqng

,ry *uo ,a*J theo tltng y€u cdu cria ban y€u cAu b6o gid vdi tdng s6 ti€n ln 

- 
1G&i

gid tri biing s6, bing chir vd ding tiinl cinguoi bi6u giri kdm theo. Thoi gian thpc hiQn

hqp d6ng ld 

- 
[Ghi thdi gian thvc hi€n tdt cd cdc c6ng viQc theo y1u cdu cila hqng

muc mua sdml.

Chtng t6i cam k6t:

l. Chi tham gia trong mQt b6o giri ndy vdi tu c6ch lir nhi cung c6p chinh'

2. Kh6ng rlang trong quri trinh gi6i th€; kh6ng bi kilt 1"r{n dang lim vdo tinh tr4ng

phri san ho4c ng kh6ng c6 khi ndng chi tri theo quy dlr-rh ctia phrip lu{t.

3. Kh6ng vi ph4m quy dlnh vd bao dam c?nh tranh trong qu6 trinh chdo hing'

4. Kh6ng vi ph4m cric hanh vi bl c6m trong khi tham dg h4ng mgc niy'

5. Kh6ng dang tranh ch6p, kni6u kiQn, xung tlQt quy6n lgi v6i T6ng c6ng ty Cing

hang kh6ng Vi6t Nam-CTCP.

N6u b6o gi6 cria chirng t6i duo. c ch6p nhfn, chirng t6i sE thgc hiQn cung c5p hang

hrSa theo quy ttinh cira bin y€u cdu brio gi6.

86o giri ndy c6 hiQu lgc trong thdi gian 

- 

ngiry, k6 tu ngdy 

- 
[Ghi ngay,

thdng, ndm c6 thdi diAm nQp hi so chdo gidl.

D4i diQn hqp phrlp cfra nhir cung cAP

[Ghi tAn, chuc danh, bj' ftn vd d6ng diiuJ

h
-
i,,ot
I{tlA.

$ c0t

u0l
. 

CTCP
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DONCHAONAXC

Ngiy: /Diinngdy, thdng, ndm bi'donchdo hdngl

J r^, . ,a , -i--- tt-^^ tl-A.-^ L,i^ - "
r en n+ng mqc mua sam: 

- 

[Ghi tCn hqng mqc mua sdm theo th6ng bdo moi

chdo hdngl

Kinh grii: Cang hang kh6ng Quiic t6 tan Son l'ttr6t
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gANc TONC HOP GIA CHAO

D4i diQn hqp phrip cfra nhi cung

[ghi tOn, chuc danh, bj, tin vd d6ng dA"]
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sANc ctA cnao cua HANG HoA

D3i diQn hgp ph6p cfia nhi crng c6p

[ghi t1n, chuc danh, bi,tAnvd ddng
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hiQu, nhin
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sin ph6m

Don giri
(chua
vAT)

Thinh tiiin
(chua VAT)

(CQt ax6)

Danh mgc hing
h6a

Dcrn v!
tinhSTT

M]I Hdns hod thu I
M22 Hdns hod thn 2

Mnn Hdng hod thtr n

VAT l0o/o
M:M1+M2
*...*Mn

-

Tdng cQng girl chho cfia hirng hoi di bao
I0 phf (n6u c6)
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