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CANG HANG KHONG QUOC TE
TAN SON NHAT

THONG BAO MOI CHAO GIA

Veé viée: “Gia han ban quyén cip nhat phan mém va bio hanh 03 nim
cho chwong trinh Endpoint Trendmicro”

Cang hang khong quéc té Tan Son Nhét - Chi nhanh Téng cong ty Cang hang
khong Viét Nam-CTCP t6 chirc moi chao gia rong rai hang myc mua sdm “Gia han
ban quyén cap nhat phin mém va bao hanh 03 nim cho chwong trinh Endpoint
Trendmicro”.

Pé nghi cac co quan, don vi quan tdm nghién ctru va guri Hb so chao gia theo céac
yéu cau sau day:

1. Yéu chu vé ho so chao gia:
1.1 Yéu cau ddi véi hang héa: Yéu cau chao ding hang hoa véi quy cach, sd

luong nhu sau:

Tén, qui c.ach hang hoa, Pt So
dich vu lwong

STT

Phan mém bao vé may tram 3 ndm Apex One
(On-Premises):

- Apex One On-premises, New, Normal, 12
month(s)

- Apex One On-premises, Renew, Normal, 24
month(s)

Phan mém bao vé may tram 3 nim Deep
Security - Enterprise Software Annual
Subscription:

- Deep Security - Enterprise Software Annual
2 | Subscription (Pre-paid) - per server (VM) or Ban 20
cloud workload, New, Normal, 12 month(s)

- Deep Security - Enterprise Software Annual
Subscription (Pre-paid) - per server (VM) or
cloud workload, Renew, Normal, 24 month(s)
3 | Dich vu trién khai Géi 01

Ban 501




1.2 Yéu cau chat lwong, ki thuit:

v" Yéu cau chung:

- Phan mém chinh hing c¢6 thu xac nhan cta nha san xuat.

- Nha thau phai dugc cap thu iy quyén ban hang va chimg nhén ddi tac ciia nha
san xuat néu nha thau khong phai 1 nha san xuat phan mém, khéng chép nhan
thu cua dai ly phan phéi.

- Gia han ban quyén phai twong thich véi phién ban Trend Micro dang sir dung

tai Cang HKQT Téan Son Nhét.

v' Yéu ciu vé ky thuét chi tiét:

1. Endpoint danh cho Server:
S0 Tinh na Yéu ciu chi tiét
inh nin u chi tie
TT e
HO trg tinh ning chong xam nhap gitp bao vé
. ) 3 A khoi nhitng cudc tin cong SQL Injection,
Bé4o mat bao gom nhiéu : - = i g’ QL Iny o
N Cross-Site Scripting, va cac web application
1 | module trén mot agent duy e
hat vulnerabilities.
nna - ] * e , A X
Phat hién va ngan chén cac phan mém thuc
thi trén da nén tang (Ca windows va linux)
Agent hd trg da nén tang hé . !
2 % . i B Windows, Linux
diéu hanh
3 | Ho trg FIPS mode Ho tro FIPS 140-2 mode
T Cé kha ning kiém so4t hanh vi nham chon
4 | Kiém soat hanh vi N g &
ma doc mai
Béo vé runtime container khoi cac tan cong
. , vao 16 hong bao mét, bao vé theo thoi gian
5 | Bao vé cho container ) = S o :
thuc antimalware, giam sat luu lvong mang
ngang hang gifra cac container vdi nhau
Str dung nhitng k¥ thuat Data Execution
Prevention (DEP), Structured Exception
Céc tinh nang Enhance . ( ). ) P !
6 . . i Handling Overwrite Protection (SEHOP), va
scanning- Anti-Exploit . e goes ki i
heap spray prevention dé phat hién tién trinh
nghi ngd va ngat nhing tién trinh d6
) Hb trg Process Memory Scanning quét cac
7 | Process Memory Scannin i -
& 8 tién trinh dang chay trén RAM




Tu cAu hinh va tinh chinh

Cung cép kha ning cho phép quan tri tu viét

8 IPS rule (custom) IPS rule
St dung mo hinh Machine Learning v6i tinh
9 | Tinh nang Machine Learning o ot Cg,lo cap fiigital’ DNAA ﬁn~gerpri.r;tivng‘,
API mapping nham phét hién nhitng hiém
hoa maoi
. C6 kha nang chdng thao tac ma héa dit liéu
10 | Ransomware protection S
trai phép
. | Cai thién hiéu suat quét ma doc thong qua co
11 VMwar.e E.SX—level g ché VMware ESX-lqevel cache va de-g :
de-duplication Lo hic
duplication
. Cho phép cau hinh dé kiém soat murc do sur
= fOpenCE U e dung CPU khi quét malware
13 | Optimize RAM usage C,ho pkjé;: giejlm hoéc gilj: mot gia tri mac dinh
kich ¢ tap tin dugc quét
C6 kha nang tu dong bao vé cac 16 héng bao
14 | H5 tro vé nhanh céc 13 h 5 g mﬂét c:Ié biét nhu'ng chua duchca‘li bfm Vé,, T,éc
d6 va nhanh va cac server khong can phai
khoi dong lai
Giup tuan thi yéu cau PCI (section 6.6) vé
15 | Tuén thu tiéu chuan PCI viéc bao vé cac g dung web va dir liéu ma
ching xur ly
. . Ra soat c6 thé duogc lap lich va tu dong ap dat
16| Lich quet rule vé khi c6 thé nhim logi bo rii ro
San phdm phai dong thoi hd tro 2 ché do bao
17 Hb tro trién khai dong thoi ca | vé Agent va Agentless gilip tang cn{b'ng hiéu
Agent va Agentless qua bao vé véi nhitng tinh ndng Kiém soat
Ung dung va Kiém soat Log
Pong b dit liéu véi C6 thé dong bd danh sach cic may tinh dé
18 | Microsoft Active Directory, | trién khai bao vé tir Microsoft Active
VMWare vCenter Directory, va VMWare vCenter
ik o orpratises C6 thé tich; hop Yéi or}-prerflise’s hodc c101'1d
19 I —— sar}dbox dé tu dong canh bao cac file nghi
ngo
20 M3 héa cho kénh truyén gitta | Giao tiép giita thanh phan quan tri va agent

agent va manager

phai dugc ma héa RSA-2048 va DSA-256




2l

HO tro xac thuc da yéu td

Truy cap vao Giao dién quan tri co thé duoc
xac thuc véi su két hop gitra thiét bi di dong
(i0S, Android)

22

Bao hanh, ho tro k¥ thuat,
cap nhat dir liéu cac tinh
nang.

> 3 nam chinh hang

2. Endpoint danh cho may tram.
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Tinh ning

Yéu cau chi tiet

Yéu cau chung doi voi
giai phap bao vé bao
mat endpoint

Ho trg quét ma doc dua trén cong nghé cloud (in-
the-cloud technology), giam thiéu phai download
toan bg pattern dé cap nhat, giam do tré cap nhat
pattern mdi, giam bang thong mang.

Két hop cong nghé giam thiéu phét hién sai
(Noise cancellation) nhu kiém tra do tin cay
(census check) va kiém tra whitelist & cac luéi
bao vé khong dua trén diu vét (signature-less)

Cung cép ngan chin cic ransomware tinh vi ma
héa file & may dau cubi, c6 thé chan cac hanh vi
nguy hiém, va c6 thé phuc héi cac file da bi ma

hoa néu can thiét

Ho tro agent-selft protection. C6 co ché bao vé
agent khoi cac chuong trinh khéc c6 thé stra doi
hodc x6a

Hb trg bao vé da nén tang nhu: Windows 10 (32
bits/64 bits), 11 (x86, ARM64), MAC OS (Big
Sur 11, Monterey 12, Ventura 13, Sonoma 14,
Sequoia 15)

HS tro kha nang két ndi v6i sandbox on-premise
hodc dang dich vu Sandbox SaaS. Tinh nang dé

m& rong trong tuong lai ma khong can cai thém

agent.




Threat Detection
Capabilities/Cung cap
tinh nang phat hién
méi de doa/Phuc hoi

Tinh nang phat hién ma ddc sur dung cong nghé
may hoc vai do tin cdy cao & ca hai mirc d§ tién
thuc thi (pre-execution) va thuc thi (runtime)

- Pre-execution machine learning
- Runtime machine learning

Tinh nang phan tich hanh vi, dung dé ngin chin
dang tin cong sau:

Str dung script khai thac
Ransomware

Memory inspection

- Browser exploit protection

Tinh ning ngan chin tin cong khai thac (host
firewall, exploit protection)

Yéu cau veé kiém soat thiét bi ngoai vi — Device
Control

- Ap dung t6i tung ngum dung, nhém nguoi
dung, c6 thé két ndi véi Active Directory
- Block autorun

Chinh sach cho device control hd trg nhiéu action
nhu

- Full access
- Block
- List device content only

HO tro tinh ning DLP tich hop trén endpoint

Kha ning xac dinh ndi dung trong céc tai liéu
theo tir khoa, regex, file attributes.

Do quét trén tat ca cac kénh truyén dit ligu nhu
USB, email, webmail, cloud, FTP, Instance
Messenger, network share

Hd trg DLP v6i cac template dinh nghia sin giup
t6 chirc c6 thé nhanh chéng tuan thi véi cac bd
nguyén tic nhu GDPR, PCI/DSS, HIPAA,
GLBA...

Ng@n chan Command and control (C&C)




Ngan chin cac khai thac 16 hong zero-day cho
may tram vat ly, may laptop, virtual desktop
trong mang hodc ngoai mang cua to chic

Ngan chan backdoor

Giam sat ing dung
(Application control)

Cho phép t6 chirc nang cao kha ning phong thu
chéng lai ma doc va APT bang cach ngan chin
céc g dung khong biét/khong mong mudn thye
thi trén may tram béng st dung chinh sédch dong
két hop whitelist va blacklist

Ngan chin cac anh hudng tiém tang tlr cac g
dung khong mong mudn/khong biét nhu file thuc
thi, file DLL, ing dung windows app store, cac
device drivers va cac file dang Portable
Executable (PE)

Centralize
management (Hé
théng quan tri tap
trung)

Giao dién dashboard, report canh bao tap trung

Giao dién duy nhat cho tat ca cac van dé vé
security

Thiét 1ap policy tap trung

Cap nhat cac pattern, engine cho toan by hé¢
thong tap trung

Trung tdm chia sé cac thong tin vé File, hash, IP,
URL, domain nguy hiém.

Thu thap log tap trung, c6 thé chia sé cho SIEM

Bao hanh, ho trg k§
5 thuat, cap nhat dir liu
cac tinh nang

>3 nam

1.3 Yéu ciu vé giao hang va thanh toan:

- Thoi gian, dia diém thuc hién : trong vong 03 tudn, tai Cang hang khong qudc

t& Tan Son Nhat.
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- Gié chao: dé nghi chao gia hang hoéa tron goi, da bao g6m toan bo chi phi, thué
GTGT. Pong tién chao gia, thanh toan: VND.
- Thanh toén: D& nghi chao gia chi tiét phuong thirc thanh toan. Diéu kién tam

tmg khéng chip nhén > 20% gia tri hop dong.

1.4 Yéu ciu ndi dung hd so chao gia: béo gi4 do nha cung cap chuan bi phai bao

1.

2

gbm céc ndi dung sau:

- Pon chio hang theo Mau 01;

- Biéu gia theo Mau 02a, 02b;

- Céc ndi dung can thiét khac:
e Gidy phép dang ki kinh doanh con hiéu lyec.
e Cung cap gidy phép ban hang ctia nha sin xuat hodc gidy ching nhan doi

tac hodc tai liéu khac c6 gia tri trong duong.
5 Yéu clu hiéu lre ciia hd so chao gia:

- Hiéu luc hd so chao gia: 45 ngay ké tir ngay 9/5 /2025.

- HOb so chao gi4 phai duoc ky boi dai dién c6 thdm quyén co quan, don vi va
dong dau. S6 lugng ho so chao gia: 01 ban gbc va 02 ban chup

Thoi han, dia diém giri ho so' chao gia:

- Thoi han gtri hd so chao gia: trude 10 gior 00 ngay 9 /5/2025.

- Phuong thirc giri hd so chao gia: gii truc tiép/buu dién theo dia chi nhan ho so

chao gia.

- Dia diém nhan ho so chao gia:

3
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v/ Phong Ké hoach - Pau tu (P.114) - Vin phong Céang hang khong qudc té
Tan Son Nhét, Phudng 2, Quan Tén Binh, Tp. H6 Chi Minh.
Thong tin lién hé:
Cang hang khéng qudc té Tan Son Nhat — Chi nhanh Téng cong ty Cang hang
khong Viét Nam-CTCP
Phong Ké hoach — Pau tu (P.114)
Tel: 083.8485.383- Ext: 3623
Ngudi lién hé: Ms Quéc.

A A A re N A
Yéu cau doi voi nha cung cap:
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- C6 ding ky doanh nghiép/dang ky hoat dong hop phap.
- Khéng dang tranh chép, khiéu kién, xung dot quyeén loi véi Tong cong ty Cang
hang khong Viét Nam-CTCP.

Pai dién hop phap ciia chii dau tu




BIEU MAU

Mau s6 01
PON CHAO HANG
Ngay: [Dién ngay, thang, nam ky don chao hang]
Tén hang muc mua sam: [Ghi tén hang muc mua sdm theo thong bdo moi

chao hang]

Kinh giri: Cang hang khong Qudc té Tan Son Nhat

Sau khi nghién ctru ban yéu ciu béo gia va van ban sira d6i ban yéu cau béo gia
s6  [Ghi s6 cuia van ban sira déi (néu cé)] ma chung toi da nhén dugc, ching t6i,

[Ghi ten nha cung cdp], cam két thuc hién hang mucmuasim ____ [Ghi tén hang
muc mua sim ] theo dung yéu cau ctia ban yéu cau bao gia véi tong s6 tiénla  /[Ghi
gid tri bang 56, bang chik va dong tién] cung véi biéu gia kém theo. Thai glan thue hién
hop dong la _____ [Ghi thoi gian thuc hién tat ca cdc céng viéc theo yéu cau ctia hang
muc mua sim].

Chung t6i cam két:

1. Chi tham gia trong mt bao gia nay véi tu cach la nha cung cap chinh.

2. Khong dang trong qua trinh giai thé; khong bi két luan dang 1am vao tinh trang
phé san hodc ng khong c6 kha nang chi tra theo quy dinh cua phap luat.

3. Khong vi pham quy dinh vé bao dam canh tranh trong qua trinh chao hang.

4. Khong vi pham céac hanh vi bi cam trong khi tham du hang muc nay.

5. Khéng dang tranh chép, khiéu kién, xung dot quyén loi véi Téng cong ty Cang
hang khong Viét Nam-CTCP.

Néu béo gia ciia chiing ti duoc chép nhan, ching t6i s& thuc hién cung cap hang
hoa theo quy dinh cta ban yéu cau bao gia.

Bao gia nay c6 hiéu luc trong thoi gian ngay, ké tir ngay [Ghi ngay,
thang, nam co thoi diém nép hé so chao gid].

Pai dién hop phap cia nha cung cap
[Ghi tén, chirc danh, ky tén va dong dau]



MAu sb 02a

BANG TONG HQP GIA CHAO

STT Noi dung Gia chao
1 Hang hoa M)
2 Dich vu lién quan (D
Tong cong gia chao M) + (D)

Dai dién hop phap cia nha cung cap

[ghi tén, chirc danh, ky tén va dong ddu]
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BANG GIA CHAO CUA HANG HOA

Pai dién hop phap ciia nha cung cap

1 2 3 5 6 7
Xuat xi, .
X . yma | Pongia | Thanh tien
sTT | Danh o g D‘f'“hv’ mgyu, nhin (chfa (chua VAT)
oa o maccia | VAT) | (Cét4x6)
san pham
1 |Hang hod thir 1 M1
2 |Hang hod thir 2 M2
n | Hang hod thir n Mn
VAT 10%
Tong cong gia chao cia hang ho4 da bao gom thué, phi, M=M1+M2
+...+Mn

1€ phi (néu co)

[ghi tén, chirc danh, ky tén va dong dau]
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