ko

~ TONG CONG TY CONG HOA XA HOI CHU NGHIA VIET NAM
CANG HANG KHONG VIET NAM-CTCP Péc 1ip — Twr do - Hanh phiic
CANG HANG KHONG QUOC TE

TAN SON NHAT

Tp. Ho Chi Minh, ngay?) thing 1 nam 2026

THONG BAO MOI CHAO GIA

Vé viéc: Thiét bj twong lira, phan mém Anti virus va Backup choCo s¢ Dao tao —
Huan luyén thugc Phong T6 chirc - Nhan sy

Cang hang khong quéc té Tan Son Nhat — Chi nhanh Tong cong ty Cang hang khong
Viét Nam — CTCP t6 chirc moi chao gia rong rai hang muc mua sdm “Thiét bi tuong
ltra, phan mém Anti virus va Backup choCo s& Pao tao — Hudn luyén thudc Phong Tb chire
- Nhan su”.

Pé nghi c4c co quan, don vi quan tim nghién ctru va giri HO so chao gia theo céc yéu
cau sau day:

1. Yéu ciu vé hd so chao gia:
1.1 Yéu ciu d6i véi hang héa: Yéu ciu chao ding hang hoa voi quy cach, s luong

nhu sau:

Tén, quy cach hang hoa, hiéu suat ning luwong, DVT SH

STT | Ma hang djok v lwong

C Twong Iira Sophos XGS 2100 — Thwong hiéu Sophos

i - XGS 2100 HW Appliance with 8 GE + 2 SFP
ports, 1 expansion bay for optional Flexi Port

module, SSD + Base License (incl. FW, VPN &

Wireless) for unlimited users + power cable.

XGS - 3 Years XGS 2100 Xstream Protection

1 2100 - Network Protection; Web Protection: ; Zero-Day Bo 01
j Protection: DNS Protection; Central
; Orchestration; Enhanced Support: 24/7 support,
| feature updates, advanced replacement hardware
i warranty for term.

| | -3 Years XGS 2100 Webserver Protection

B02.QT03/SGN-PTC Lan ban hanh/stra doi: 02/00 1/15



I1 Phin mém Endpoint Sophos (SVRCIXAXDR) — Thwong hiéu Sophos
5 SVRCIX | 3 years Central Intercept X Advanced for Server Ph‘f‘?m 0
AXDR with XDR mém
[11 Phan mém back up dir liéu
3 years Central Intercept X Advanced for Server N
3 V2HAEI with XDR Pl’:\al‘l 01
LOS ) mém
Including features:
IV Thiét bi liru trir mang NAS
4-bay DiskStation, Intel Celeron J4125 Quad
4 | DS425+ | Core 2.0 GHz (Turbo 2.7 Ghz), 2GB RAM (up to | Cai 01
6GB)/ 2 x M.2 2280 NVMe slots
5 loar " | Plus Series SATA HDD HAT3300-4TB Cai | 03
% Dich vu trién khai
- Khao §ét hién trang ] )
- Lén ké hoach chuyén doi tir thi€t bi cii sang thiét
6 bi md&i; cai dat phan mem... ‘ Géi 01
- Cau hinh va tich hop vao h¢ thong hién hiru
- Kiém thtr, ban giao va huéng dan sir dung

1.2 Yéu cau chat lwgng, ky thuat:

1.2.1 Yéu cau chung:

Phan ctmg: Hang chinh hang nguyén dai nguyeén kién va mai 100%. Co
Chimg nhan xuat x{r hang hoa (CO). Chimg nhan Chét lugng (CQ) duge chinh

hang phat hanh ghi rd tén khach hang cudi v&i mi sb san pham (Part Number)

va mi s6 16 (Serial Number) theo ding danh muc san pham duoc cung cp.

Phan mém chinh hdng c6 thu xac nhan cta nha san xuat hoac thong bao

qua email vé dung thong tin khach hang cudi.

Nha thau cam két dam bao an toan dir liéu ctia hé thdng, khong chia s& dix

liéu cho bén thir 3 néu khong duoc su ddng y cta chu dau tu.

B02.QT03/SGN-PTC
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- Nha thau cam két xay dung danh muc, phuong thire kiém thir dép tmg cac
tinh nang cua thiét bi va phan mém khi nghiém thu.
- Ning luc nha thau:
Nha thau cam két c6 doi ngii ky thuat tai TP.HCM
Nhan luc hd trg truc tuyén hotline 24/24
Cam két phan hoi thong tin ky thuat/bao hanh trong vong 30 phat
Nhan su trién khai phai ¢6 ching chi:
+ 01 nhan su c6é ching chi Quan ly du an (PMP)
+ 01 nhan sy ¢6 ching chi Chuyén gia An toan Hé thong Thong tin (CISSP)
+ 01 nhén sy c6 chiung chi Bao mat lién quan vé tuong ltra (Firewall)
1.2.2 Yéu cau ky thuit chi tiét:

a. Yéu cAu Ky thuit chi tiét hé thong thiét bi twong lira

STT Tinh nang Yéu cau chi tiét
1 | Théng s6 phan cirng

Thong lugng tuong Iira > 30,000 Mbps
Thong lugng IPS > 6,000 Mbps
Thong luong Threat Protection > 1,250 Mbps
Thong lugng NGFW > 5,200 Mbps
S6 luong két ndi dong thoi > 6,500,000
Thong lugng [Psec VPN > 17,000 Mbps
Thong luong Xstream SSL/TLS > 1,100 Mbps
Inspection _
S6 luong két ndi déng thot Xstream > 18.432
SSL/TLS
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S6 lwong cong giao tiép mang tich
hop sin

8 x GbE copper

2 x SFP fiber

Str dung kién triic Dual-Processor
(CPU vai NPU)

x86 AMD CPU /8 GB DDR4

Marvell NPU / 4 GB DDR4

Thuong hiéu/ xudt xir

Thude G7/ Chau A

Tinh niing sin pham

ol

Xstream Protection Subscription

Ban quyén phan mém Xstream Protection duy tri tdi thiéu 3
nam

Network Protection

Hé thong tich hop Next-gen IPS cung cong nghé Advanced
Threat Protection, két hop Synchronized Security Heartbeat
dé dong bod trang thai gitra Endpoint va Firewall, tu dong han
ché truy cap thiét bi nguy hai, déng thoi ap dung Lateral
Movement Protection nhiam ngin chin lay nhiém va cach ly
cdc thiét bi dau cudi bi nhidm ma doc.

(e}
-
o

3 S/

Web Protection

(=T s
x —
(7]
ot
=

H6 tro kha ning kiém soat web theo nguoi dung/nhoém, quan
ly ung dung véi QoS, dong bd nhén dién ung dung, cung
cong nghé¢ chong ma doc web tién tién tir Labs cuia hang. Hé
théng t6i wu higu ning Dual-Anti Engines quét SSL, dam bao
an toan va giam sat toan dién hoat dong web va g dung.

7
=
o

r
o
T\

Y/\_

DNS Protection

Dich vu DNS dya trén cloud cua Sophos; cip nhit bai
SophosLabs va Al

Chén cac URLSs nguy hiém khi ngudi dung truy van; Kiém
sodt tuan thu chi tiét dé chan céac trang web khong mong
mudn theo danh muc.

Zero-Day Protection

B02.QTO3/SGN-PTC
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Zero-Day st dung Al va sandboxing dé phat hién, ngan chin
cac mdi de doa chua ting biét, giam thiéu rui ro tir ma doc
mai.

Kiém tra va phén tich tit ca tap tin bat thuong bang tinh ning
Threat Intelligence Analysis

NDR Essentials

NDR cung cp kha nang phat hién méi de doa qua luu lwong
ma hoa ma khong can giai ma TLS, gitp nhén dién malware
an va cac cudc tan cong tinh vi.

Central Orchestration

HG tro nén tang quan 1y tap trung trén cloud dé cdu hinh va
gidm sat SD-WAN, cung cap 30 ngay bao cdo bao mat nang
cao, cing két ndi véi dich va MDR/XDR. Gitp don gian hoa
trién khai VPN, t6i wu hiéu ning mang, dong thoi tang kha
ning tu dong héa phan mg truée mdi de doa.

Enhanced Support

Dich vu hé tro k¥ thuat 24x7, cap nhét va nang cp tinh niing, _
mau dau hiéu, bao hanh va thay thé thiét bi téi thiéu 3 nim N E
A

Ban quyén phian mém Webserver Protection duy tri t6i thidu™

2.2 | Webserver Protection Subscription z *
3 nam |
/
H& trg bao vé may chu va tng dung doanh nghiép khoi cac
cudc tan cong web, véi chinh sich mau sin co, cong nghé
chong hack (SQL injection, XSS...), cung reverse proxy va
cin bang tai dé dam bao an toan va hiéu nang truy cap.
b. Yéu cau ky thuit chi tiét hé thong phin mém ngian chan ma doc cho may
chi:
STT Tinh niing Yéu ciu chi tiét
1 Phin mém ngin chin ma djc cho may chi
7% Tinh niing bao mat

Bao mat cho Web (Web Security)

B02.QT03/SGN-PTC
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Danh gia mirc do uy tin cua viéc download tir cac trang web
(Download Reputation)

Kha ning loc dia chi web theo phan muc dinh nghia sin (Web
Control / Category-based URL Blocking)

Quan ly thiét bi cam vao mdy tram (Peripheral/Device
Control)

Kha nang quan ly cac Ung dung cai dit tai may chu
(Application Control) Application Whitelisting (Server
Lockdown)

Kha nang ngan chin that thoat dir lidu (Data Loss Prevention)

Str dung cong nghé may hoc — Deep learning, dé phan tich va
phat hién ma doc

Kha nang ngan chan ph?m mém doc hai (Anti-Malware File
Scanning)

Bao v¢ theo thoi gian thyue (Live Protection)
Y

Kha nang phan tich hanh vi truéc khi thuc thi cua ma doc (Pre- ?
HA}

execution Behavior Analysis) :

- CHIf
Chong xam nhép - HIPS (Host Intrusion Prevention System) :\\C\‘
£

- . J,
Kha néng phét hién va ngan chan cac phan mém khong mong K
mudn Potentially Unwanted Application (PUA) Blocking

Ngin chin cac hinh thirc tan cong khai thac, xam nhap (Exploit
Prevention)

Co kha nédng phan tich hanh vi cua img dung dang hoat dong
dé phat hién ma doc (Runtime Behavior Analysis)

St dung cong nghé Anti-Malware Scan Interface (AMSI) deé
phat hién ma doc

Kha ning phat hién cac luéng dir li¢u doc hai (Malicious
Traffic Detection - MTD)

Ngin chan virus md hoéa dir liéu anti-ransomeware
(CryptoGuard Ransomware Protection) va phong chéng
remote ransomware (CryptoGuard)

B02.QT03/SGN-PTC
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hanh (Wipeguard)

Ngin chin ma doc xam nhap O cimg va phan viung hé diéu

giai doan dau cua tién trinh.

Kha nang tu dong loai bo cac malware (Automated Malware
Removal) va tu dong roll-back ransomware file khi bi ma hoa

mapping v6i tiéu chuan MITRE Framework

Ho tro cong nghé AI wvu tién phat hién ma doc va tu dong

Heartbeat)

Kha ning dong bé tin hiéu an ninh thong tin gitra may tram va
thiét bi firewall gateway hién cé (Synchronized Security

(Root Cause Analysis)

Kha nang phan tich nguon gdc cua véin dé an ninh thong tin

tir giao dién quan tri (Live Discover)

Tim kiém cac mi de dao va cac thong tin vé hé thong truc tiép

Cach ly thiét bi dau cudi theo yéu cau (On-demand Server
Isolation), ngan chin va x6a ciac mdi nguy hai nhanh chong
voi 1 click chudt (Single-click “Clean and Block™)

—
63
A

c
Truy cap nhanh chong dir li¢u dugce luu trén may cuc bd 1én sxi
dén 90 ngay. Data Lake (Hd dir liéu) s& luu trir dit lidu Ién

AN S
HANH

£ ‘ G Hi
Cloud dén 90 ngay. vbp
Tinh niing hd in Iy va cha %
12 inh ning oqtrg’ quan ly va chat ¢
lwong san pham
Giao dién quan ly qua nén tang web-base, quan ly tap trung
toan bd mdy tram, may chu va thiét bi di dong (Central
Management)
Phan quyén quan 1y theo vai tro, cap bac (Administration
Roles): Super Admin, Admin, help Desk, Read Only
Tinh nang san pham dugc cdp nhat va hd tro k¥ thudt duy tri
t6i thiéu 3 nam
San pham phai dat chat lugng, nam trong nhém dan dau
(Leader) vé Endpoint Protection theo danh gia cua Gartner
trong 3 nam gan nhat
1.3 Thuong hi¢u Thuge G7
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c¢. Yéu cau ky thuit chi tiét hé thong giai phap sao luu va bio vé dir liéu

chuyén dung cho hé thong may chii 2o hoa:

STT Tinh ning Yéu cau chi tiét

1 Tinh ning sao luvu & phuc hoi
Sao luu tmg dung (Microsoft Exchange, SQL, SharePoint,
Active Directory)
Ho tro phuc hoi da nén tang (Universal Restore) P2V, V2P,
P2P. V2V
Hb tro kha ndng xac thyc tinh toan ven cta ban sao lwu (bang
checksum)
Cho phép tao ving luu trir Secure Zone bao vé ban backup
khoi thay doi x4u tir ma doc, nguoi dung

5 Tinh niing sao luu & phuc hoi

nang cao

HO tro cai dat noi luu trit cac ban sao lwu quan Iy tap trung
Storage Node
Tinh ning chong trung ldp dir liéu luu trir tai noi luu trir sao |
luu tép trung
H® trg backup tmg dung:
+ Microsoft Server Exchange, SQL & dang clustered
+ Oracle databases, SAP HANA
Phuc héi nhanh may ao truc tiép tir ban sao luu voi Instant
Restore
Luru trit sao luu chong thay doi - ngin chin sao luu bi thay doi,
mi héa hogc x6a nham, chdng cac thay ddi khong dugc cap
quyén hogc bai tan cong ransomware (chi hd trg véi Cloud
Storage va Cyber Infrastructure).

3 Tinh ning Quan tri

San pham s hiru va cung cap nén tang Cloud riéng trén thé
gioi dung dé luu trir backup va c6 datacenter tai nhiéu khu vue
trén thé gioi

B02.QTO03/SGN-PTC
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HO trg ca 2 md hinh quan tri tap trung 1a on-premise va cloud

Ho tro tinh nang quét, tim kiém va danh gia 16 hong bao mat
cua Windows, cic ung dung bén thir 3 cua Microsoft va céac
ban linux nhat dinh

Tinh ning Quan tri nang cao

Chia s& protection plan, cau hinh cac tinh ning sao luu va bao
mat v6i mot plan duy nhat cho nhiéu may agent.

Tao va phan chia quyén quan trj cho nhiéu tai khoan quan tri
vién khac nhau

Cho phép off-host cac hoat dong, tac vu sang agent khac
(replication / validation / cleanup / conversion to VM)

Thwong hi¢u

Thujc G7 hodic Chau Au.

d. Yéu cau ky thuit chi tiét hé thong hru trir dir liéu:

STT

Tinh niang

Yéu cau chi tiét

Bo xir ly

CPU Model: Cé san Intel Celeron J4125

Kién tric CPU 64-bit

Tan s6 CPU 2.0 (cin ban) / 2.7 (tbc do cao) GHz

B0 nh¢

B nhé hé thong > 2 GB DDR4 non-ECC 2ONG

HONC
Dung lugng b nhé tdi da> 6 GB (2 GB + 4 GB) T

Luu trir

Khay 6 dia> 4

Khe 6 dia M.2 > 2 (NVMe)

C6 san dung luong > 3 6 cimg 4TB SATA HDD

Dang 3.5 voi Giao dién SATA 6 Gb/s

Tdc do quay > 5,400 rpm

Tde do truyén dir liéu duy tri tdi da (Tiéu chuin) > 202 MB/s

Cache > 256 MB

MTBF dén 1,000,000 hours

Cong ngoai

C6 san 01 > Cong LAN RJ-45 1 GbE

Cé san 01 > Cong LAN RJ-45 2.5 GbE

B02.QT03/SGN-PTC
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C6 san 02 > Cong USB 3.2 Gen 1

Chimg nhén FCC, CE, CCC, KC, BIS
C6 kém cac tinh nang tién lgi nhu quan ly phién ban tép dé dé
dang khéi phuc va bao vé bing mat khau.
Co tinh ning Active Backup Suite sao luu va khoi phuc nhant
cho céc thiét bi dau cudi Windows va Linux, may ao, thiét b
NAS Synology va img dung SaaS.
Backup sao luu dir liéu hd tro kiém tra tinh toan ven dir lié
cung céc tuy chon manh mé nhu khir trung lap, nén va quan Iy
phién ban.
Snapshot Replication cung cép kha nang bao vé dir liéu gén nhu
tirc thoi theo lich trinh.

Thwong hiéw/ xuat xir Thudc G7 hodc Chau A

1.2.3 Yéu cau vé trién khai: Thoi gian thuc hién: 70 ngay

Trién khai lap dat thiét bj vé mat vat Iy

-Lap dat, két noi cac thiét bi, hoan thién dau ndi cap mang, cap quang va danh

nhiin hé théng. *\
Cau hinh thiét bi chuyén d6i Firewall hién tai sang Firewall m&i 7*
<

ey
-CAu hinh convert cdu hinh tr Firewall hi¢n tai qua Firewall méi, dam bao cd/
céc chire nang gidng hodc nang cao hon so voi Firewall cii, Firewall méi hoat
dong tuong thich, 6n dinh véi hé théng hién hiru.

Trién khai thiét bi May chu backup

-Cau hinh RAID cho cac 6 cung trén cac may chu
-Cai OS Win Server

Trién khai thiét bj luu trir backup

-Add HDD va Raid, Set LUN, Volume full LUN, Set Maps Volume.

Trién khai phian mém backup

-Cai dat Management Server Backup
-Tao Backup Plan.
-Tao Job backup
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Trién khai hé théng phin mém ngén chin ma doc cho may chu

-Tao va chon Policy bao vé (Threat Protection Policy; Application Control
Web Control va Peripheral Control)
-Ap dung Policy cho may chu

5

Kiém tra hé théng, cung cép tit ca cac tai lidu trién khai va thuc hién kiém tha

Dao tao, chuyén giao cong nghé van hanh va sir dung

1.3Yéu cau vé giao hang va thanh tozn:
- Thoi gian giao hang: 70 ngay ké tir ngay hop ddng c6 hiéu luc
- Dia diém giao hang: giao hang tai kho Cang hang khong quéc té Tan Son Nhét.
- Gié chao: dé nghi chao gia hang hoa tron goi, da bao gdm toan bd chi phi va thué
GTGT. Déng tién chao gia, thanh toan: VND.
- Thanh toan: Pé nghi chao gia chi tiét phuong thirc thanh toan. Diéu kién tam ung
khong chép nhan > 20% gia tri hop dong.
a. Yéu cau ndi dung ho so chao gia: bio gia do nha cung cap chuan bi phai
bao gom cac ndi dung sau:

- Don chao hang theo Mau 01;

- Biéu gia theo Mau 02a, 02b;

- Céc ndi dung can thiét khac:

o Giay phép dang ki kinh doanh con hiéu lue.
b. Yéu cau hiéu lue ctia hd so chao gia:
- Hiéu luc ho so chao gia: 45 ngay ké tir ngay 12/ 1/2026.
- Hb so chao gia phai duoc ky bai dai dién 6 thdm quyén co quan, don vi va dong
dau. S lugng hd so chao gia: 01 ban gbe va 02 ban chup

b. Thoi han, dia diém giri ho so chao gia:
- Thoi han giri ho so chao gia: trude 10 210 00 ngay E/_ﬁ/2026.
- Phuong thire giri ho so chao gia: gui truc tiép/buu dién theo dia chi nhan hd so

chao gia hoac gui fax, email (scan file.PDF)

- Pia diém nhan ho so chao gia:

v’ Phong Ké hoach - Pau tu (P.119) - Van phong Cang hang khong quéc té Tan
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Son Nhat, Phuong Tan Son Hoa, Tp. Ho Chi Minh.
¢. Thong tin lién hé:
- Cang hang khong quéc té Tan Son Nhat — Chi nhanh Tdng cong ty Cang hang
khong Viét Nam-CTCP
- Phong Ké hoach — Pau tu (P.119)
- Tel: 083.8485.383- Ext: 3502
- Nguoi lién hé: Mr Bang Ngoc Duc.
d. Yéu ciu dbi voi nha cung cép:
- Co dang ky doanh nghiép/dang ky hoat dong hop phép.
- Khoéng dang tranh chap, khiéu kién, xung dot quyén loi véi Tdéng cong ty Cang
hang khong Viét Nam-CTCP.
Pai dién hop phap ciia chi diu tu
{M DPOC

:
G KHG

4ANHT
G HA|
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BIEU MAU

Miu s 01
PON CHAO HANG
Ngay: [Dién ngay, thang, ndm ky don chao hang]
Tén hang muc mua sam: [Ghi tén hang muc mua sam theo thong bdo moi

chao hang]

Kinh giri: Cang hang khong Quéc té Tan Son Nhit — Chi nhanh Tong cong ty
Cang hang khong Viét Nam - CTCP

Sau khi nghién ciru ban yéu cau béo gid va van ban stra di ban yéu ciu béo gia
s0 [Ghi 56 ciia vén ban sieca d6i (néu c6)] ma ching t6i da nhan duoc, ching toi,

[Ghi tén nha cung cdp], cam két thuc hién hang muc mua sim [Ghi tén hang
muc mua sam] theo diing yéu cau ctia ban yéu cau bao gia v6i tong sb tién la [Ghi
gid tri bang s6, bang chik va dong tién] cling véi biéu gia kém theo. Thoi gian thuc hién
hop dong la [Ghi thoi gian thiee hién tat ca cdc cong viée theo yéu cau cua hang
muc mua sam].

Chiing t6i cam két:

1. Chi tham gia trong mdt béo gi nay véi tu cach la nha cung cap chinh.

2. Khong dang trong qua trinh gii thé; khong bi két luan dang 14m vao tinh trang
pha san hodc ng khong cé kha nang chi tra theo quy dinh cta phap luat.

3. Khéng vi pham quy dinh vé bao dam canh tranh trong qua trinh chao hang.

4. Khong vi pham céc hanh vi bi cdm trong khi tham du hang muc nay.

5. Khong dang tranh chip, khiéu kién, xung dot quyén lgi véi Téng cong ty Cang
hang khong Viét Nam-CTCP.

Néu bdo gia cua ching t6i duoc chip nhan, ching t6i sé thuc hién cung cap hang
héa theo quy dinh ctia ban yéu cau bao gia.

Bao gid nay co6 hiéu luc trong thoi gian ngay, ké tir ngay [Ghi ngay,
thang, nam cé thoi diém nép hé so chao gid].

Dai dién hop phap ciia nha cung cap
[Ghi tén, chirc danh, ky tén va dong déu]

B02.QTO3/SGN-PTC Lan ban hanh/stra d6i: 02/00 13/15



BANG TONG HQP GIA CHAO

Mau sb 02a

STT Noi dung Gia chao
1 Hang hoa (M)
2 Dich vu lién quan (D
Tong cong gia chao (M) + (1)

Dai dién hgp phap ciia nha cung cap

[ghi tén, chirc danh, ky tén va déng ddu]
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M3iu s6 02b
BANG GIA CHAO CUA HANG HOA

Pai dién hop phap ciia nha cung cap

1 2 3 = 5 6 7
Xuat Xir, .
o : £ ky ma Don gia | Thanh tien
str |Danh g hang D‘f'“h"’ lKh‘" hié:, nhin (chfa (chwa VAT)
- i YOME | miccia | VAT) | (Cot4x6)
san pham
1 | Hang hoa thir 1 M1I
2 | Hang hoa thir 2 M2
n | Hang hod thir n Mn
VAT 10%
Tong cong gia chao cia hang hoa da bao gom thué, phi, M=M1+M2
1é phi (néu c6) +...+Mn

[ghi tén, chirc danh, ky tén va déng dau]
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